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In a staggering revelation that has left cybersecurity experts and citizens

deeply concerned, more than 2,000 laptops, smartphones, and tablets
have been reported lost or stolen across 18 UK government departments
within just the last year. The devices, worth an estimated £1.3 million,
weren’t just expensive pieces of tech; they were direct links to sensitive

information, secure communication systems, and even the heart of
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government operations. The Department for Work and Pensions alone
lost over 240 laptops and 125 phones in 2024. The Ministry of Defence
saw more than 100 laptops vanish, along with nearly 400 phones in early
2025. Other key institutions like the Cabinet Office and HM Treasury were

also hit, exposing a shocking pattern of negligence.

While officials have tried to reassure the public by claiming all devices
were encrypted and underwent “appropriate breach assessments,”
cybersecurity professionals warn this is not enough. Experts point out
that these aren’t just theoretical risks. A single lost or stolen mobile
phone, often kept unlocked or connected to secure networks, can act as
a key to the kingdom, potentially compromising everything from military
planning to welfare records. As Professor Alan Woodward from the
University of Surrey emphasized, these aren’t isolated incidents but signs

of a deeper, systemic failure in digital accountability.

Even more concerning is the reason behind many of these losses:
mismanagement, outdated asset-tracking systems, and human error. The
Ministry of Defence admitted that two “asset management mistakes”
earlier this year alone were responsible for a significant chunk of their
missing devices. Other departments, including those responsible for
science and innovation and internal security, are similarly struggling to

maintain control over their tech inventory.

This isn’t just about lost gadgets or wasted public money. Each
misplaced device represents a potential breach of national security, a
possible leak of citizen data, or an open door to cyberattacks. And yet,
the government’s response remains alarmingly reactive. Encrypt and

hope for the best. Investigate after the fact. Meanwhile, bad actors, foreign
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or domestic, need only scoop up a lost tablet on a train or at an airport to

gain access to highly sensitive systems.

of repeated failuresCalls for reform are growing louder. Security
watchdogs are demanding better inventory systems, stricter policies for
device handling, immediate remote-wipe protocols, and actual
consequences for repeated failures. Until then, Britain’s digital walls
remain vulnerable, not because of brilliant hackers, but because the

gatekeepers keep losing the keys.

https://openvoicenews.uk/?print-my-blog=1&post-type=post&statuses%5B%5D=publish&rendering wait=0&columns=1&font_size=normal&image_size... 3/3



