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The Department of Defense (DoD) is set to undergo a major shift in how it
organizes and deploys cyber and electromagnetic spectrum operations,
following new directives in the Fiscal Year 2026 National Defense

Authorization Act (NDAA). The legislation marks a significant step toward



improving the integration of digital capabilities across military services

and enhancing their effectiveness in contested environments.

A central element of the Senate Armed Services Committee’s version of
the NDAA calls for a comprehensive review of future force employment
strategies, particularly those involving components outside U.S. Cyber
Command’s current purview. The DoD is tasked with exploring how cyber
units might be embedded directly with tactical forces, employing tools
such as radio-frequency operations and electronic warfare on the
battlefield. This includes integrating active-duty, reserve, and National

Guard elements.

Rather than replacing the existing Cyber Mission Force, the proposed
structure would build on it, enabling a more distributed and adaptable
deployment model. This approach would likely involve expanding the
overall size of the cyber force and aligning personnel policies to attract

and retain qualified service members.

The NDAA also emphasizes broader modernization objectives, including
the acceleration of artificial intelligence, digital infrastructure, and rapid
procurement pathways.These priorities aim to create a more agile
defense ecosystem that accelerates the adoption of emerging

technologies and strengthens collaboration with U.S. allies.

Notably, lawmakers have mandated a formal assessment of how reserve
components, particularly the National Guard, can be more effectively
utilized within the national cyber workforce. Many Guard personnel bring
critical cybersecurity expertise from their civilian careers, making them

well-positioned to support evolving mission requirements.



These reforms align with the Pentagon’s ongoing push to build a unified
digital warfighting architecture. Key initiatives include the development of
a Joint Warfighting Cloud, the implementation of zero-trust cybersecurity
frameworks, and acquisition reforms designed to accelerate the fielding

of advanced capabilities.

Supporters of the cyber force expansion argue that it will strengthen the
military’s operational readiness, improve allied interoperability, and allow
for more effective deterrence in emerging digital battlefields. However,
critics caution that rapidly growing the cyber force could complicate

command structures, oversight, and accountability.

With the DoD now required to deliver assessments and implementation
plans in the coming year, the reforms laid out in the FY 2026 NDAA may
reshape how U.S. cyber and electromagnetic power is mobilized. The
outcome could define the future of American digital warfare and its

capacity to project power in a rapidly evolving threat landscape.



