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LONDON, tucked away in the plush streets of Mayfair, amid the wealth and grandeur of
London’s high society, lie the nerve centres of Britain’s burgeoning private intelligence and
security firms. These outfits, with names that could grace the pages of a John le Carré

novel, are thriving in a world where espionage meets commerce.



The industry is a magnet for former MI5 and MIG operatives, retired police officers, ex-
journalists, and military intelligence veterans. Their services range from routine corporate
due diligence to sophisticated surveillance operations, with some firms even venturing into
the murky waters of illegally obtaining sensitive personal data. Government officials and
security agencies have raised alarms, warning that foreign powers may be exploiting these
firms to target dissidents who have sought refuge in the UK, using them as proxies for their

darker agendas.

Despite tough talk from Whitehall, the private intelligence sector operates in a regulatory
void. “This industry functions with almost no oversight, posing grave risks to privacy, human
rights, and the integrity of our democracy,” said llia Siatitsa of Privacy International in a
recent interview. She added, “The ability to provide powerful surveillance tools to anyone

with deep pockets, without proper scrutiny, is deeply troubling.”

London’s status as the global hub for private intelligence owes much to its proximity to the
UK’s legal and financial powerhouses, which fuel demand for their services. High-stakes
litigation, often involving billions, drives the need for everything from basic background
checks to complex “litigation support” operations. These can include digging up
compromising material on opponents or securing evidence like documents or hard drives

for court cases.

The allure of former spies is undeniable. Some firms boast ex-MIG chiefs or senior Whitehall
figures on their boards, a tactic one industry insider, speaking anonymously due to the
sensitive nature of their work, described as “window dressing” to impress wealthy clients
from places like Ukraine or Indonesia. “You've got lords, ladies, and former spooks on the
board. It's a marketing ploy,” they said. “Clients are dazzled by someone who'’s served in a

secret intelligence service.”

Unlike in the US, where ex-CIA operatives openly transition to private work after years of
subcontracting, Britain’s intelligence community is more secretive. “Vauxhall rarely
outsources meaningful intelligence work,” another industry source explained. “There’s
frustration on both sides of the Thames that the old boys’ network can get too cosy, with ex-

spies leveraging contacts for clients.”

For some, the move to the private sector is less about ambition and more about necessity.

Intelligence work is all they know, but without state-backed resources, many struggle to



adapt. “It's a different game when you can't just pick up the phone to your old mates in

Whitehall,” one source noted.

The industry’s darker side often makes headlines. In 2017/, Israeli firm Black Cube, which
operates in London, faced backlash after allegations surfaced in The New Yorker that it had
used false identities to target journalists and accusers of Harvey Weinstein. The firm
insisted it operated “in full compliance with the law.” Its advisory board includes
heavyweights like Efraim Halevy, former head of Mossad, and Adrian Leppard, ex-

commissioner of the City of London Police.

Ethical boundaries are frequently tested. “All the tricks you’d expect from a Tom Clancy
thriller—surveillance, theft, hacking are on the table,” one insider admitted. While most firms
avoid overt lawbreaking, some are less scrupulous. “| was once asked by a billionaire to

hack someone,” the source recalled. “We laughed it off, but not every firm would.”

The lack of regulation is a glaring issue. “Surveillance evidence is routinely submitted in
court, often with flimsy cover stories to conceal how it was obtained,” another source said.
They cited a case where a stolen tablet’s contents were presented as having been “handed
over by a whistleblower in the dead of night.” Judges, they argued, need to be more

sceptical about such claims.

For those targeted journalists, whistleblowers, or dissidents, the consequences are
profound. Two individuals shared their experiences with us, describing how private
intelligence firms upended their lives. One recounted how operatives misrepresented
themselves to their bank to access confidential data, filmed them inside their home, and
paid them to hack their phone. “It’s terrifying,” they said. “These firms rely on you not having

the resources to fight back.”

Another target described relentless surveillance: “They followed my family, parked cars with
cameras outside my house, and hacked my emails to craft targeted phishing attacks.” They
compared the ordeal to the infamous News of the World hacking scandal, a view echoed by

a senior UK lawyer they consulted.



