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UK Drops ‘Backdoor Mandate for Apple
Following US Intervention

August 19, 2025

— Categories: Human Rights

© Patenty Apple . : _,.:-.nn 0 ensute e
The United Kingdom has agreed to withdraw its mandate requiring Apple
to create a “backdoor” to allow access to encrypted data, according to
U.S. Director of National Intelligence Tulsi Gabbard. The decision follows
months of discussions involving Gabbard, President Donald Trump, Vice-
President JD Vance and UK officials, marking a resolution to a

contentious cross-border cybersecurity dispute.



The UK’s original demand had raised significant concerns among U.S.
lawmakers, technology experts, and privacy advocates. Critics warned
that compelling Apple to build a backdoor into its encryption systems
could undermine security, exposing user data to potential exploitation by
cybercriminals, hostile states, or authoritarian regimes. Such a move
would also have had broad implications for global trust in Apple’s

encryption and data protection standards.

Apple had particularly resisted the order by challenging it before the UK’s
Investigatory Powers Tribunal. In response to the mandate, the company
temporarily disabled its Advanced Data Protection feature for UK users,
limiting certain encryption services to prevent unauthorized access. The
dispute also raised questions over compliance with the U.S. CLOUD Act,
which regulates cross-border requests for electronic data, highlighting
the complex intersection of national security, privacy, and international

law.

Tulsi Gabbard described the UK’s agreement to drop the mandate as a
significant achievement for both U.S. cybersecurity and the protection of
individual privacy. The decision has been welcomed by encryption
advocates, privacy rights groups, and technology experts who have long
warned against the risks posed by mandatory backdoors. By securing this
agreement, the United States and its allies reinforce the principle that
strong encryption is essential to safeguarding personal and corporate

data in an increasingly digital world.

Neither Apple nor the UK government provided immediate comment on
Gabbard’s announcement, leaving some details of the negotiation
confidential. However, the resolution suggests a growing recognition

among international policymakers of the potential consequences of



weakening encryption systems, which underpin both consumer privacy

and national cybersecurity infrastructures.

The episode also underscores the delicate balance governments must
strike between law enforcement access and privacy rights. While access
to encrypted data can aid in criminal investigations and national security
operations, experts argue that weakening encryption overall can create
vulnerabilities that affect millions of users globally. The UK’s withdrawal
of the mandate reflects a cautious approach to these competing

priorities.

Observers note that this development may set a precedent for future
disputes over encryption and cross-border data access. It signals that
technology companies like Apple, with global user bases and robust
security standards, are increasingly able to resist demands that could
compromise privacy, provided governments and companies engage in

constructive dialogue.

UK’s decision to drop its backdoor mandate for Apple represents a
notable victory for encryption and digital privacy advocates. It resolves a
high-profile dispute over access to encrypted data, demonstrates the
United States’ commitment to protecting citizens’ digital information, and
reinforces the principle that strong encryption should remain a
cornerstone of cybersecurity policy. The case highlights the ongoing
challenges of balancing national security interests with individual privacy

rights in an increasingly interconnected and digital world.



